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Varfor sakerhet? Vilken sakerhet?

e Behov av sakerhet?

— Storre beroende av (gamla och nya) tjanster = “inbyggda” /
“automatiska” behov av hdgre sakerhet/kvalitet

— EXx: IP-telefoni, styrning av varmepanna, I6rdagsfilmen, ...

e Hotet?

Antalet attacker Okar.
Verktyg for script-kiddies
Bredband: alltid pa?

Det “uppkopplade
hemmet”?

« Vad kommer att styra?

Fordubbling av sdkerhetshot i ar

(2001-10-16 08:13) Enligt statistik fran
Computer Emergency Response Teamér vi pa
god vag mot en fordubbling av antal et
attacker mot dator systemjamfort med forra
aret.

Mats Lovgren, Computer Sweden

— Behov av tjanster? Kvalitetskrav? Allman teknik-fetischism?
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Sakerhetsarbete

Security / Risk
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Threats, Meeds, Cost

Acceptable conseguences
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Natverksniva och teknik
Exempel: IPsec
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IP Security Protocol

| Psec is designed to provide interoperable, high quality,
cryptographically-based security for |Pv4 and IPv6. The set of
security services offered includes access control, connectionless
integrity, data origin authentication, protection aganst replays (aform
of partial sequence integrity), confidentiality (encryption), and limited
traffic flow confidentiality. These services are provided at the |P layer,
offering protection for |P and/or upper layer protocols.

These objectives are met through the use of two traffic security
protocols, the Authentication Header (AH) and the Encapsulating
Security Payload (ESP), and through the use of cryptographic key
management procedures and protocals.

Security Architecture for the Internet Protocol

ftp://ftp.isi.edu/in-notes/rfc2401.txt
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IPsec: AH och ESP

« Authentication Header (AH):
— Authentication of sender (data origin authentication)
— Data integrity
— Protection agains replaying traffic (anti-replay protection)
— HMAC-MD5, HMAC-SHA1

 Encapsulating Security Payload (ESP):
— Confidentiality (data is encrypted)
— plus: parts of AH
— DES, 3DES, Blowfish, ...

CR&T RAS: Security Architecture Notes A 2001-10-17



IPsec SASs

Security
Host gateway
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Security

gateway gateway
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Transport and Tunnel mode

Transport IP header | TCP/UDP | Applikations-data
mode / ¢ ¢

IP header || AH/ESP | TCP/UDP | Applikations-data

Ul IP header | TCP/UDP | Applikations-data
mode ¢

IP header | AH/ ESP | IP header  TCP/UDP Applikations-data
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Internet Key Exchange -- IKE

 IKE has two phases: « Why key exchange?
— Phase 1 (main mode) [] — Initiate sessions
ISAKMP SA » Protected / controlled session setup
— Phase 2 (quick mode) O — Keysage...
Application (|PS€C) SA » Exchange triggered by amount of
data
e UDP /500 » Exchange triggered by time

— Using a central key server

* New participants in the network

— IKE phase 1 c —
E——
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Exempel

FW
(NAT)

10.10.1.0/24

: NAT and friends

FW
(NAT)

IPsec
GW

IP header

AH / ESP

IP header

TCP/UDP

Application data
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Hur anvands IPsec?

e Microsoft Windows 2000

— IPsec i transport-mode mellan klient och IPsec GW.

— L2TP for att skapa en tunnel.

 Alla andra...

— IPsec i tunnel-mode mellan klient och GW.

— Olika principer for addressering
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« Hardkodat, “mode config”, DHCP S S
VPN
/
RAS
WS h
Fc’jretagsnétey
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Arkitektur: Natbyggnad,
olika krav och alternativa losningar
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En vanlig I6sning: VPN Over publikt nat

(1) Vanlig klartext
Internetforbindelse (uppringt,
I bredband, etc) o
VPN/RAS
(2) Krypterad forbindelse till
foretagsnatet Server Server
?
Internet
Work-
stations
(1) (2)
/ \ Foretagsnatet
Nisses J
PC
K Nisses kallare /
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Det utdragna gummibandet

« VPN med full tillgang (ingen
filtrering i VPN/RAS och/eller
FW) - praktiskt identiskt med
sammankopplade natverk.

Internet

Clint's
PC

Clint’'s basement
\_ /

e
VPN/RAS

Server Server
Firewall
Work-
D stations

Nisses |
PC Fdretagan

| r

S Nisses kallare j

* Nisses klartext-forbindelse ar kvar!?

O

& ¢
C R 3 L
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Hot mot distansarbetsplatsen

e Virus
— Sprids pa manga olika satt. Nimda: e-mail (Outlook), IIS, ...
— NetBus / BO / etc.

o “Alltid pa”
— Trivialt att genomsdka stora nat

 Generella operativsystem med komplexa applikationer
— Time to market
— Dalig design, komplexa beroenden

e Integritet?

— Skall anvandaren fa anvanda distansarbetsplatsen privat?
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Exempel: AppGate

g;ﬁ Li8
ga ﬂlﬂ” Y H""'n. Win NT

APPGATE

a

I LINIEX

A8

é? MVS

Smart card  Client Database

« Atkomst till styrs p& applikationsniva. Beroende pa ett antal
“selektorer” (var, vem, nér, etc), som Oversatts till “roller”,
ges tillgang till olika tjanster.
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Exempel: “Sec@Home” (Guide)

 “Paraply”-program
kontrollerar:

— Antivirus-skydd

\
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— Personal Firewall
— VPN, autenticering, etc Server Server
VPN
| RAS
Work-
stations
\ Fdretagan
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Exempel: MySpace

« Kansliga applikationer exekveras i “MySpace-ladan”, i en
kontrollerad och saker omgivning.

« “MySpace-ladan” har inga kopplingar till PCn, och ar darfor
Inte beroende av dess skydd.
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Alternativ: Feta servrar och tunna klienter

"\
S Server
Internet
RAS _
WS d/
il GW Server
Server

 En “tunn klient” anvands som display-terminal.
Applikationer exekveras pa servrarna (t.ex. NT

TerminalServer / Citrix).

o Sakerhetsproblem vi inte kommer undan:

— Virus, NetBus/BO.
— Tunna klienter (hw) kan ha problem med nya sékerhetssystem.
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Framtiden:
Flexibel natverks- och sakerhetsdesign
(vad betyder “insidan” respektive “utsidan™)
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WS

Server

WS

The old Xyzzy company network

Citrix
server

db

server

file

server

unix,
etc
WS
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file WS cpu
server server
RAS: Security Architecture Notes A 2001-10-17




The new Xyzzy company network

WS

Citrix

server

db

server

file

server

Server

Win / Mac Unix, etc

WS WS
The best of
both worlds:
 Flexible general net protection (happy users) file WS || cpu
. . ) server server
» Decentralized high level protection of servers
A 2001-10-17
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Slutsatser

e Policy bestammer, maste forankras hos bade anvandare
och management! Utbildning.

e Teknik: Sakerhet pa djupet, olika mekanismer pa olika
nivaer. VPN eller RAS eller distansarbete, har inte EN
teknisk I6sning, utan maste vara en kombination av
|dsningar.

« Malet ar att bygga en jamn/balanserad sakerhetsniva, dar
anvandaren kanner att han/nhon har kontroll av vad som sker!
Sakerhet bdrjar och slutar med anvandaren.
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