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Nagot om Vattenfall

» Ca 37 000 anstallda

| huvudsak verksam i foljande lander
— Sverige
— Finland
— Danmark

— Tyskland
— Polen

« Ca 32 000 datorer (MS 2000, XP, UNIX)
« Ca 5 000 servrar (MS 2000, 2003, UNIX m fl)

« Stort antal dvrig utrustning som routrar, switchar etc
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Vattenfall IT Security Scanner

(VITSS)
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Funktionell vy over VITSS

system server intelligence reports users

audit analysis presentation  usability
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Teknisk vy over VITSS (1)
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Teknisk vy over VITSS (2)

Webbserver
4| med .NET
Framework

Ledning
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Vad ingar i sensordelen?

« Skannerdel Vad som skannas

* LanGuard Windows + windowsséakerhetshal
- Nessus Sarbarheter/sakerhetshal
* MBSA Windows

» Jass Sun Solaris

* Hyena AD, Windows

« AV interface AV software

« Tivoli (WMI) Client, Server

« SMS Windows

» Perl Scripts lexible

* nmap network discov.

* ... More coming soon
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3 information security i@ ¥attenfall - Microsoft Internet Explorer provided by ¥attenfall AB

Arkiv Redigera  Wisa  Fawvariter  Werkkyg  Hjalp | —_
S Eakst - =+ - 2D ot | D sok S Favoriter S Media $| - S - a8

Adress IE htkps: ffsecuriby . corp, vatkenfall.de LI @ G4 il | Lankar **

information security & Vattenfall

vattenfall IT Security Scanner (VITSS)

am Finland

- Germany

== Poland

4+ Sweden

Group

Demo
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3 Yattenfall IT Security Scanner - Sweden - Microsoft Internet Explorer provided by ¥attenfall AB

Arkiv  Redigera Visa Fawvoriter  Werkbyg  Hijalp

=18 x|

= =
S Eaki - = - oD ot | Dsek  EdFavoriter S Media ®| By & = b
adress I@ https:{security , corp,vattenfall, def“:SFsweden) j G4 il

Lankar **

security @ VATTENFALL

general vulnerabilities client anthvirus management

VATTENFALL -E_,"-*

Welcome to the Yattenfall IT Security Scanner (VITS5])

The Wattenfall IT Security Scanner (VITSS5]) is a single point of visibility of the IT security status in the Sattenfall group.

Based on the guidelines of the “attenfall group (e.g. Group Instruction 26 1 and the Best Practice (IS0 17799) the target of
VITSS is

- to identify wulnerahilities and non-campliances of IT systems

- to inventary the IT infrastructure concerning security facts

- to support the risk and threat management with reliable information
- to enable an efficient and measurable minimization of risk

- to control und prioritize actions based on hard technical facts

Current status of the audit

ldentificated systems Hot audited systems

m 1. Client Qindows) - 524

W 2. Server (indows) - G611 @ 1. Client Q0indows) without access - 314
0%, Possible Unis Server - 133 W 2. Server (Nindows) without aceess - 132
O <. Other svstems - 114 3. Mot audited active svstems - 211

@ Klar

=7 986

l_l_ E (B Local intranet
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2} ¥attenfall IT Security Scanner - Sweden - Microsoft Internet Explorer provided by ¥attenfall AB

Arkiv Redigera  Misa  Fawvoriter  Werkkyg  Hijalp

_ 8] x|

HEakit - =+ - @ fat | @Sﬁk [l Favoriter @Media ®| %v S = &

adress I@ https: /isecurity . corp.wattenfall def+:5Fsweden/

~| i |Lé'|nkar =

security @ VATTENFALL

VATTENFALL -

general vulnerabilities client antivirus management
| 4197
total client (window:s) 4632
5144
| 5456
5673
5891
229
235
262
241
total  server (windowes) 327
459
554
%ﬁ B date: 200541006
112 O clate; 20054 0509
Hi O dete: 2005H0/02
114 O date: 200509725
gfis  clients (windowes) 101
as O date: 20050915
g;' O chate: 20050911
Ta 0O date: 2005109104
| 3576 .
3898 O date: 2005/05/25
| 4067 O date: 200508521
| 4083
gfie  clients (swindows) 4531
|5049
| 5369
5591
5813
226
233
260
239
gfie  server (windows) 326
455
533
578
E11
u] 1000 2000 3000 4000 5000 B000 7000
Eﬁ Klar E [BE Local inkranet
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4} ¥attenfall IT Security Scanner - Sweden - Microsoft Internet Explorer provided by ¥attenfall AB j _1=] x|

Arkiv  Redigera Wisa  Eaworiter  Werkkwg  Hjalp —

= Bakdt - = - @ tat | @.Sl’:’uk [# Favariter @Media @ | %v = Ne=| a4

Adress I@ https:/{security. corp, vatkenfall, de %= SFsweden) j Ga il | Lankar **

security @& VATTENFALL VATTENFALL '
general wvulnerabhilities client anthirus management
wvulnerabhilities - alerts ... (1- 21 /21) &

alertlevel alertnaime alertdescription cnt details note link date account delete
Administrator account . . test av . 2005-09-26

] T You MUST set a password for the administrator account. 14  details kommentarsalt edit 10-93-65 057 EURNETRM delete

0 Auto Logan (1) Auto Logan is enahled 11 details edit delete

o KHDWHDITI.‘S List An attacker can replace system dll's with trojaned ones 25 details edit delete
“ulnerability

j Machi WWaorm A trojan haorse is likely to be installed on this computer 5 details edit delete
MT Screen Saver An attacker can replace the screen server with a trojaned . :

] L L . ) . 25 details edit delete
“ulnerability executable gaining administrative level privileges E—

a Old Openssh ald openssh versions prior to 3.7.1 had a vulnerability which 73 details sl delete

allowed people to excute commands remotely E— I

FPOP3 server might be Contains a buffer overflow that could result in the averwriting of

] viulnerahle to a remote process memaory, including the return address within the 2 details edit delete
buffer overflow exploit stack, and code execution.
Fossible snmpxdmid Some versions of this service are vulnerahle (Run arbitrary . . -

] g  details aedit delete
SunS buffer overflow commands as root)
Fossible statd format Some versions of this service are vulnerable (Run arbitrary : .

] . 51 details edit delete
string attack commands as root)
Hemote Buffer Owverflow in - Sendmail versions from 5759 to 8.12.7 are wulnerahble to this . .

] . 47 details edit delete
Sendrail buffer owerflow.
Remote OpenSSH A re_mntely explu:u_ltahle vglnerahlllty exists in Open>5SH prior to . _

0 ulnerahilit wversion 3.3 (Wersion 3.3 is affected anly if 10  details edit delete

¥ LzePrivilegeSeparation is disabled)

Sendmail is older than “arious buffer overflowes can be found in ald Sendmail version . :

] . . . o 39  details edit delete
81249 including sorme that allow remote users to gain root privilieges. E—
AT - Samba Wahb The SWATdszntflcelis listening ?rn port EtlEI_1d. Ittlsﬂr:_u:ut _

M Ardministratinn Tonl EETIEGEES 1D ENNY SEEEES Wi ENEEE U uills SEiEE Gk 1 atails arlit drlata LI

€] [ | & B8 Local intranet
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/= ¥attenfall IT Security Scanner - Sweden - Microsoft Internet Explorer provided by ¥attenfall AB =] x|

Arkiv - Redigera WVisa  Faworiter  Werkbyg  Hjalp | -~
“FEakit - = - @ tat | lan_‘uk (3] Favariter @Media 6 | I%v = = éﬂb
Adress I&j https:fisecurity, corp, vattenfall de%:5Fsweden) LI i@ G kil | Lankar **
security @ VATTENFALL VATTENFALL =
general wvuinerabhilities client antivirus management
1 Llalerts vulnerahilities - alerts ... (1 - = 1]
alertlewvel 4 gpen ports alertdescription cht details note Iink date account delete
Administ sopviceinfo a g . test av L 2005-09-26
] without p You MUST set a password for the administrator account. 14 details kommentarsfalt edit 103355087 EURMRETRM  delete
net devices . i
a Auto Log suspect ip iled 11 details edit delete
K ol ush devices -
N izdn o . . )
] iulnerah  statistic : alace systern dll's with trojaned ones 25 details edit delete
wireless
a Machi YWarm Atrojan horse 15 kely to be installed on this computer 5 details edit delete
MNT Screen Saver An attacker can replace the screen server with & trojaned . .
] i - L . . 25 details edit delete
“ulnerability executable gaining administrative level privileges
0 2l Gaenesh ald openssh versions prior to 3.7.1 had a vulnerability which 72 details odit delete
allowed people to excute commands remotely E—— I B
POP3 server might be Contains a buffer overflow that could result in the overwriting of
0 wilnerable to a remote process mermory, including the return address within the 2 details edit delete
buffer owverflow exploit stack, and code execution.
FPossible snmpxdmid Sorme versions of this service are vulnerable (Run arbitrary . . -
a g  details edit delete
Suns huffer overflow commands as root)
Fossible statd format Some versions of this service are vulnerahle (Run arbitrary . .
a : 51 | details edit delete
string attack commands as root)
Remote Buffer Cwerflow in | Sendmail versions from 5.75 to 8.12.7 are wulnerable to this . .
a ' 47 details edit delete
Sendmail buffer overflow.
Remote OpenSSH A, re_mntel},r explu_ltahle xrl__llnerahlllt},r Buists in Open=3H prior to _ _
] ulnerabilit version 3.3 Wersion 3.3 s affected only if 10  details edit delete
¥ IJsePrivilegeSeparation is disabled)
Sendmail is older than “arious buffer overflows can be found in old Sendmail version . .
a . i : o S details edit delete
g.1249 including some that allow remote users to gain root privilieges.
SWAT - Samba YWeb The SWATdsnzntflcelis listening ?cn port E:Djd. Ittlsﬂr:_ut _
M Ardministratinn Tonl EEEITIEMEEE WD BN BEEEEE Ui GMSIEE b s BEIEE BB 1 datails arlit drlata LI
|@ https:ffsecurity . corp.wattenfall, def.SFswedeniwiewfuty, aspxrname=sec_cache_web_wulnerabilities_netdevices_wireless_viewihead=wi E (& Local intranet

ﬂStart”J a5 > Jl@vatt... Byinte... | [Blirbe...| ®icom... | &11rio .| Bdcom...| [ado... | Elmicr... | [E]ritni. .| EGENY S VBB 1547
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/2 vattenfall IT Security Scanner - Sweden - Microsoft Internet Explorer provided by ¥attenfall AB = =] x|
Arkiv Redigera  Wisa  Faworiter  Werkkyg  Hislp —

FEakiE -~ = - @ fat | @Sﬁk [Zl Favoriter @Media @| %v S &

adress I@ https: /isecurity . corp.wattenfall def:5Fsweden/

~| @i |L'c-'.nkar &

security @ VATTENFALL

VATTENFALL —_—

general vulnerabilities client anthvirus management
alertlevel alertname no access cht details hote link date account delete
Administratar account . missing hatfixes o o test av 2005-09-26
] without passward| You MUST set a pa:s inistrator account. 14 details kommentarsfalt edit 10°33.55 0a7 ELRWETRHM delete
antivirus
] Auto Logan (17 Auto Logaon is enabls 11 details edit delete
no tivali
krownDLLs List . . .
] il el An attacker can repl info ith trojaned ones 29 details edit delete
] Machi YWarrm Atrojan horse is like local admins n this computer 5 details edit delete
0 T Su:ree_n Saver An attacker can repl  open parts ve_r_wnh a trojaned 25 details el delete
“ulnerahility executable gaining = . privileges I— E—
serviceinfo
ald openssh versions a vulnerability which .
0 Old Openssh allowed peaple 10 ex shares motely 72 details edit delete
FOP3 server might be Contains a buffer ove StStistic sult in the overwriting of
] vulnerahle to a rermote process memory, including the return address within the 2 details edit delete
buffer overflow exploit stack, and code execution.
Possible snmpxdmid Sorne wversions of this service are wulnerable (Run arbitrary ' L
] g details edit delete
SunC= buffer overflow commands as root)
Fossible statd farmat Some versions of this service are vulnerable (Run arbitrary .
0 . 51 details edit delete
string attack commands as root) E—
Femote Buffer Overflow in - Sendmail versions from 579 to 8.12.7 are wvulnerable to this .
] . 47 details edit delete
Sendrmail haffer overflow.
Remote OpenSEH A re_rnu:utelg.r E}{plu_ltahle vglnerahlllty exists in DpenSSH prior to _
o “ulnerabilit wersion 3.3 DvWersion 3.3 is affected only if 10 details edit delete
¥ IJsePrivilegeSeparation is disabled)
Sendmail is older than Yarious huffer overflows can be found in old Sendmail version .
0 . . . S details edit delete
5.12.9 including some that allow remote users to gain root privilieges.
SWAT - Samba Web The SWATdsedntm:el:s listening Dfn port ?D_‘Id. Itt |s”r11_|:|1 _
Il Admministration Tanl RAEETTIEHIE I W B EXFEEERS Wil GRSl WO Wiks SERIEE B8 1 details adit dalate ;I

@ https: fisecurity, corp. vatkenfall. de/%%5Fsweden)
-
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/Z} ¥vattenfall IT Security Scanner - Sweden - Microsoft Internet Explorer provided by Yattenfall AB

Arkiv  Redigera

Wisa

Fawariter

Verkkyg  Hjalp

_ =] x|

ll

S pakit - = - 5D fat | Qhsok  [GelFavoriter  SelfMedia ®| B & = &

Adress I@ https: fisecarity, corp. vattenfall. def%:SFsweden)

~| e |Lankar L

general

hostname
WIMDOT
DomMINOLAE
HOO9Z7
LICALN

SEO0Z20EE
COGNODS2
C-CL3-3
C-CL3-1
SWROES4
HhI3075
CASTORW
SEOOBE29
WAWSOCO
A00531
CAPPS
SED0S703
SED04354
CAPPY
RO0E26

MAPSGEABDET

domain
ELR
ELIR
ELR
ELR
EUR
ELIR
ELR
ELR
EUR
ELR
ELR
ELR
ELR
ELR
ELIR
ELR
ELR
ELR
ELIR
ELIR

wvulnerabilities

security @ VATTENFALL

os
Windows 2000
Windows =P
Windows 2000
Windows Server 2003
Windows 2000
YWindows 2000
Windows Server 2003
Windows Server 2003
Windows Server 2003
Windows 2000
Windows 2000
Wyindows 2000
Wyindows 2000
Windows 2000
YWindows 2000
Windows 2000
Wyindows 2000
Windows 2000
YWindows 2000
Windows 2000

151
151

J15E
15k

192168

151.
151.
151.
151.
151.
151.
151.
151.
151.
151.

15E
15k
14k
14k
14k
15k
15k
14k
14k
15k

10.50.1

151
151
151
151
151

15k
15k
J15E
J15E
15k

10.50.1

client

usare
Member Server
YWarkstation
YWarkstation
Mermber Server
MWember Serer
YWarkstation
hember Server
Mermber Server
MWember Serer
YWarkstation
YWarkstation
Warkstation
Workstation
Member Server
YWarkstation
hember Server
Workstation
Warkstation
MMember Server
Warkstation

antivirus

ho av {mcafee) ... (1 - 20 / 2e5)

no_mcafeeframework

no_mcshield

management

VATTENFALL =

antivirus

no_mecafeeframewark
no_mcafeeframework
no_mcafeeframewark

no_rmcafeefrarmewark

no_rmcafeefrarmewark
no_mcafeeframewnark
no_mcafeeframework
no_rmcafeefrarmewark

no_mecafeeframewark
no_mcafeeframewark
no_rncafesfrarmewark
no_mcafeeframewaork

no_mcafeeframewark

no mecshield

no_mecshield
no_meshield
nao_mcshield
no_rmecshield
no_mecshield
no_meshield
no_rmecshield
no_rmeshield
no_meshield
no_meshield
no_mcshield
no_meshield

no_meshield

mcafes
mcafee
mcafee
rmcafes
mcafee

mcafee

rmcafes
mcafee

mcafes

mcafee

mcafes

mcafes

mcafee

createdon
17102005 13:44:04
12.03.2005 11:52:36
14.10.2005 00:37:45
17 102005 13:46:55
17102005 14:07:27
14102005 12:46:40
17102005 19:45:40
17102005 13:52:25
17102005 13:51:29
05.03.2005 00:00:00
15.01.2005 22:15:49
17102005 19:44:41
10102005 16:05:29
17 102005 19:44:23
17102005 19:43:25
17102005 14:32:16
17102005 13:09:45
14102005 18:34:17
17102005 14:32:10
23.03.2005 05:45:32

audit
perl
ofis
afis

perl_wimi

Location

perl_wimi
perl wimi
perl_wmi
perl
perl
perl
ofis
perl_wimi
perl_wimi
perl wimi
perl_wimi
perl_wmi
perl_wimi
perl_vwimi
perl_wimi
afis

@ Klar

iﬂStart”J a3 >

I_I_ E (5 Local inkranet
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2} ¥attenfall IT Security Scanner - Sweden - Microsoft Internet Explorer provided by ¥attenfall AB — =] x|
Arkiv  Redigera Visa  Faworiter  Werkbyg  Hijdlp —
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Adress I@ https: | security, carp.wattenfall. def%=SFsweden j PG4 il | Lankar **

security @ VATTENFALL VATTENFALL (o

user managerment

i local adming

vulnerabhilities client antivirus

general

user - local admins ... (1 - 20/ 1671]

localadmin Anzahl details link accoumnt delete
EURMWIADCH 1 details edit delete i days
ELURWATJSAM 12 details edit delete £ days
EURMW1Imar 2 details edit delete & days
ELURa1 ohrosius 1 details edit delete £ days
EURWVIFPEOR 3 details edit delete 7 days
EURMWIROEI 7 details edit delete i days
EURMWITOLS 3 details edit delete £ days
EURVaZfrkb 4 details edit delete £ days
ELURVaZ2oschuett 1 details edit delete £ days
EURaZ2smaolibocki 2 details edit delete ¥ days
EURMWAADMN 1 details edit delste { days
EURMaago 2 details edit delete £ days
EURWALLK] 12 details edit delete & days
ElIRVvaakm 13 details edit delete 7 days
EURMaapn 1 details edit delete { days
ELRWASMG 1 details edit delste I days
EURYvazxb 1 details edit delete £ days
EURWABAL 1 details edit delete £ days
ELIRMabr 2 details edit delete 7 days
EURWABYL 1 details edit delete ¥ days
@ https: ffsecurity .corp, wattenfall.def<:5Fsweden)view/uty . aspxrname=sec_cache_web_user_localadmins_viewshead=user - local admins l_ l_ E (2 Local inkranet
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Framtida utveckling

« Anpassning till gallande krav, policies, standarder etc
— Gl 26 — Vattenfalls Group Instruction "Informationsséakerhet”
— ISO/IEC 1 77 99
— BASEL 2
— KontaG
— PCI
~ etc

 Fortsatt teknisk utveckling
— Nya tester

— Baéttre integrering mot andra databaser: inventariesystem,
personalregister

— Baéttre integrering mot andra sakerhetssystem: informationsklassnings-
databas, andra skanningsverktyg
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Erhallen information

» Teknisk information
— Tekniska brister och svagheter
— "TODQ"-listor till IT-operation

- Viktigt med information och forstaelse for att atgarda de
anmarkningar och avvikelser som framkommit i VITSS

- "Overskottsinformation”

— Personliga oegentligheter t ex nedladdning av program och
funktioner som strider mot féretagets policy och regelverk

- Rutiner maste finnas och vara avstamda med personal-
organisationer m fl, hur denna information far hanteras och
av vem.
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Avslutning !

4 o
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