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Top Security Challenges

Reducing the frequency of
security updates

Rolling out security updates efficiently
Implementing defense-in-depth measures

Managing access in an
extended enterprise

Better guidance to secure systems

Microsoft's Security Vision
Is Much More...

Establishing trust in
computing to realize the full
potential of an
inferconnecied world
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& Secure against * Protects from = Predictable, = Open, transparent
attacks unwanted consistent and interaction with
available customers

£ Easy to configure = |ndustry leadership
and manage s Embracing of
= Resilient Open Standards

£ Recoverable
adhere to

fair information  Proven
principles

Microsoft's Security Progress

m . £ More than 298 million copies distributed
- e i_‘;/ = 1/3 fewer vulnerabilities; 1/2 the # of criticals
ervice Pack 2 ol . .

15 times less likely to be infected by malware

= Security configuration wizard
23 |~ More secure by design; more secure by default
Service Pack1 # = More than 3 million downloads.

—————————————
= Most popular dewnloadiiniMicresoft history
L WINdOWS = Helps protectimore thaniis million customers
f = J & Great feedback fromI SpyNet participants

= 1.3Btotalexecutions; 177 M per month
= [Foclis onimost prevalent malware
= Dramatically reduced the # of Bot infection

As

A secure platform strengthened by security products,
services and guidance to help keep customers safe

\Gu:dan“‘) 'Partnershz@

: Excellence in £ Scenario-based = Awareness and
fundamentals content and tools education

£ Security = Autheritative = Collaboration
innovations incident respense and partnership
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Technology Investments
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Fundamentals

@ Security Development Lifecycle
@ Security Response Center
e Better Updates And Tools

An Industry View

Web Server Role Database
Vulnerabifies o

Vulnerabilities
73

Hat Red Hag
Defaudt
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Security Quality

& Microsoft SDL is producing results
£ Less total and high severity vulnerabilities
= Faster fixes for publicly disclosed issues

Microsoft has
fastest security
response

Microsoft has 42 less high-

lowest total severl‘t.yl
vulnerabilities Microsoft

than Hat RedHat _- 57
: debian N |57
MandrakeSoft ‘— 82

Responsiveness

50 High: Ju

°  Vulnerabilities

Source: “Is Windows More Secure than Linux?”, Forrester, March
20

jum ™ Low,

US National Institutes of Standards and Technology

Security Focus Areas

Protecting| users from fraud
(G1Ving users better control
@ontaining malicious software

Key Security Features

Microsoft® a
Client Protection

Provides businesses the control they need to protect

against current and emerging malware threats

Unified | [nformed Multi-fevel
Protect;ou ControiJ Integratan

Guards against Prioritizes data’ Maximizes, the
current and to helpifocus
SEOED
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Threat and Vulnerability Mitigation

Protect against malware afdintrusions

Prevention Isolation Recovery

-

- @ gn A
a1 A
Stop known and Limit impact through | J|*" Restore to known

unknown attacks isolation good state

¢ System Restore

= Malicious Software Removal
Tool
< Intellimirror®

Windows Services Hardening
Windows Firewall

User Account Protection
Secure Startup

IPSec

Microsoft Antigen Line of Products
Aefanced Anti
Marmger © o

Highlights
Unique multi-engine approachifor faster
detection and broader protection
Integrated virus andspam’ protection
Integrated Microsoeit AV engine
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Road map : Identity And Access Management

Current 2006 2007 Allow only legitimate users secUl€jpolicy-based
access to machines, applicalions and data
- Frontbridge hosted : Windows OneCare = Next generation of ustworthy I Access Policy Information
services for anti- (f ers) based E e 4 -
mes'anda’n"'_‘s‘pam ,e"e’df)‘;‘cjf”“"’s el services Igentlty Manage_ment Protection
filtering
(for businesses)

: Microsoft Client Protection = Next generation of security
- Microsoft Antigen Anti-  Products

virus and Anti-spam for

messaging and

collaboration servers

= Windows AnuSpyware v g =
= Network Acc rotection E d R le-based Ac i S:gé:ts Ma{\;gum.n
irewall £ IPSec Enhancements 1 e y AL‘P'}@JI’@&“E’"? YR

Y : P
H % Audit Collection Services - B 0 ' i
vices Hardening ction Services 3 Sigup Eoficy e e el

¢
ser Account Protection - ) 1 i +1 Back-uplHeCretev
L Windows Server |\ Semices

Update Services:

Alacris Acquisition  #£#%s Roadmap

Digital certificate Current
and Smart Cal’d - Windows Server 2003 = Improve car & C ate Authority
lifecycle - Mirosoft denity et ® Federation Senvices

Sy e A0 = Microsoft Identity Integration
management

- | Smart Card Support Services
——9 B
Windows Server A htows s - P R
and Active I acr I s ifect 'mggg:r:é?;c;m : Cs"er /:cc:r:::gin:iuon
Directory as '

the platform

for identity,
and access

lalehuity;

enabling identity assurance - Pervasive Kerberos

Encrypted File System  + Windows Vista & Rights Management
dowss Rights = Secure startup Services
agement Services

cetlon

LOLE

¢ Full Volume Encryption
apgz_tggg%” * RS Client
. ¢ EFS Improvements

L

Prescriptive Guidance

Security
Wpdate

Pub Pah%)‘k'

al Frefrastrmcnnme, Alliancs

. / far imigrast Fefeiyr
Education
Readiness & Training

WWW.miCreseit:com/Security/guidance
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re [T Alliance

Industry partners working together to improve

platformi security

= Strong community of security partners working together
Enabling interoperability & integration between
applications & platform

Providing customers with a breadth of Alliance-based
security solutions
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In The Last 30 Minutes... In The Last 45 Minutes...
Did you realize? Did you realize?

l Over: 2,250/ ProfsisitedISECulity] content on Microsoft.com

01T Pro’s visited securi&ontem on Microsoft.com

250 customers downlBadedWindows Server 2003/ SP1 2 375 customers downlBadedWindows Server 2003/ SP1 2

Over 50,000 users ran the Maliciog#Software Removal Tool
2 instances of the Sassefworimiwere removed

§i Over 75,000 usersranthe Maliciog#Software Remoyval Tool
149 Bot infections were foundand|remoyved

* 3instances of the Sasserwoliiwere removed
223 Bot infections were foundand removed

Over 18,000 additional users insi Windows AntiSpyware Beta 4 Over 27,000 additional users instal e Windows AntiSpyware Beta 4
5 00 pieces ofi spywale and othgpotentially unwanted software were removed 5 11,250 pieces ofi spywale and othgpotentially unwanted software were removed

In The Last 90 Minutes
Did you realize?

1 Over 4,500 IT Pra’s visited/secul ntent on Microsoft.com
750 customers downlGaded WWindows Server 2008 SP1 2

Over 150,000 users ran the Malicig%/SOftware Remoyval Tool
6 instances of the Sasserwosmiwere removed
445 Bot infections were foundand removed

Over 54,000 additional users install(laﬁ HEAWindows AntiSpyware Beta 4

~22,500 pieces of spyware and| oﬂﬁer potentially unwanted software were
removed
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