


Once Upon A Time...

+ The Internet was a Frienc”y Place where it
was easy to help your friends and

neighbors:
* OPen SMTP re|ag were the norm

rather than the excc—:[:)tion
XS OPen recursive name servers also

* ctc.




Things Change

o The spam Problem has |ong caused
SMTER re|aging to become a hazardous

Practice

* I‘F 9OU)FC not VCTH CEIT'C‘FUI 9OU Wl” bC

black-listed and that’s Pain?ul
* DNS seems to be headed in the same

direction
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Scenario

Attacker

(1) Attacker directs
zombies to

begin attack

Target name
server at
IP=10.10.1.1

L

(5) Open resolvers send
DNS response with

(4000 byte DNS TXT RR)
to target name server

recursive
servers

of an Attack
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(2) All zombies send
DNS query for record “fog’
in domain “bar.<tld="
to open recursive servers
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and set source |IP=10.10.1.1

(3) Open resolvers
ask bar.<tld= for
record “fog”

(4) bar.<tld> responds
with record “foo”
{4000 byte DNS TXT RR) Name server
bar.<tld=




What is the Problem?

o The Problem is that the Internet tradition

of open recursive name servers is being

8]Z)USCCI

* A “recursive” name server is a server
that IS Preparecl to g0 loo|< ul:>
answers to questions it doesn’t

alreaclg ‘(ﬂOW thé answer FOI’




What is the Problem?

o The Problem is that the Internet tradition
of open recursive name servers 1s being

abusec

o= An " open lrecursive” name serveris a
server that orfers recursive service to

[angbodg} tlﬂerebg opening up to

being Used as an ampliﬁcr




What is the Problem?

o The Problem is very real in the sense that
this attack has success?u“g been used to
seriouslg attect major DNS
infrastructure like TLDs

» Notfora Prolongecl Pc—:riocl of time,
though, although that is harc”y an

assurance




Unansvered Queries for Domain foo from 61 Probes (AVERAGE)
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Unansvered Queries for Domain foo

Dlem, cont

from 62 Probes (AVERAGE) [07.02.2006 23:00 — 08.02.2006 00:59 UTC]
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Attacker

(1) Attacker directs

zombies to
begin attack

Target name
server at
IP=10.10.1.1

Open

recursive
servers

(5) Open resolvers send
DNS response with
(4000 byte DNS TXT RR)
to target name server

(2) All zombies send
DNS query for record “fog”

in domain “bar.<tld="
to open recursive servers
and set source IP=10.10.1.1

(3) Open resalvers
ask bar.<tld= for

record “fog”

(4) bar.<tld> responds

with record “foQ”
(4000 byte DNS TXT RR)

Name server

bar. <tid>
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Attacker

(1) Attacker directs

zombies to
begin attack

'y

Target name
server at
IP=10.10.1.1

(5) Open resolvers send

- servers
DNS response with

(4000 byte DNS TXT RR)
to target name server

(2) All zombies send
DNS query for record “fog”

in domain “bar.<tld="
to open recursive servers

and set source IP=10.10.1.1

(3) Open resalvers
ask bar.<tld= for

record “fog”

(4) bar.<tld> responds
with record “foQ”
{4000 byte DNS TXT RR) Name server

bar. <tid>
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What is the Cure, cont’d

o The cure for the first Problem is so-called
“ingress f Itering”
® i.e. Internet Service Providers ensure
that Packets are not acceptecl into
their network unless their source is
“reasonable”
o The cure for the second Problem is for
servers to not allow recursive queries

from just angbodq




| ngress F‘iltering

+ Thisis the long term solution which is

needed

® Partlg because ingress ﬁltering alleviates
not onlg this attack but also many other
(non-DNS related) attacks.

° | ngress F‘iltering IS Part of “Securing the
Eclge”




OPen Recursive Servers

2 TI"!CSC are quite casy to ﬁx but tlﬂere

are many mc them...

* Slightlg simpliﬁecﬂ examl:)le conﬁg sniPPct:

# BIND9 PSCUdO code Onlg reachable from “own clients”

view “recur-or-die” {
match-destination {((P-address.));

recursion yes;
\ old conﬁguration... add new

}. FCCI stuxCF ancl HOU)I"C ClOﬂC







