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Baskrav loggning DMZ

e Alla enheter i DMZ maste logga
- Helst redundant

e Tidsuppfattningen maste vara
densamma

o o
e Nagon form av logganalys maste ske
— Automatisk

— Manuell

e Egen personal
e eller som inhyrd tjanst
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Mail och DNS
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Webserverfarm

Syslogservrar




Syslogserver

Textbaserade loggar
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Problem

e Stoooora mangder loggar

- Aven en mindre site kan generera mellan 10
till 50MiB loggar per dag

e En bra administrerad site har ofta
multipla loggfiler
- Vilket gor det hela en smula varre ...
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Problem

e Analys av loggar

- Maste goras regelbundet
e Idealiskt var 24:e timme

- "Kan inte se skogen for traden”
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Vad letar vi efter?

e Tre huvudsakliga kategorier:
— Normal trafik
— Abnormal trafik, men harmlos
— Abnormal trafik av elak natur/syfte
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Det traditionella sattet

e Mmore, less
e grep —Ev "pat|tern” /var/log/* | grep -v

— Ad infinitum
e tail
e sed/awk/perl
e swatch/logsurfer
e efc etc
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#* elak_rtfm.as - PuTTY
Mar 30 _
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Noden ar uppfinningarnas moder

o Oeffektivt
e TidsOdande
e "Kan inte se skogen for traden”

e Stor risk att missa intressanta
anomaliteter
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Noden ar uppfinningarnas moder

e Det maste finnas ett battre sitt att gora
det pa
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Noden ar uppfinningarnas moder

e 3 stycken “grundstenar”
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Noden ar uppfinningarnas moder

1. En SQL databas kan vara idealisk for
att spara sysloggar i

— Latt och relativt snabbt att s6ka i (med
god indexering)

2. Anvand SQL som en "arbetsyta” for
"datamining”
- Innehaller 60 dagar av Iépande loggar

- Behall vanliga text baserade loggar och
arkivera enligt gammal god sed

2006-10-03 (c) 2006 xpd ab 13




Noden ar uppfinningarnas moder

3. Visualisera loggarna med hjalp av
nagon form av grafik ..

- Ogat kan snabbare fanga abnormaliteter
— Lattare att navigera
— Battre overblick
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Textbaserade loggar
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Syslogserver

SQL
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Noden ar uppfinningarnas moder

e Loggvisualiseringen ar inspirerad fran
det gamla Seelog projektet (HP et al)
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Noden ar uppfinningarnas moder

e Men mha LAMP sa kan det gdras
generellt

e FoOrsta prototypen var klar sent hosten
2003
— Ren HTML
- Langsam
- Ful ©
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e LinuxX
e Apache
e MySQL
e PHP
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LAMP
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File Edit VYiew Favorites Tools Help #

@Back = -J @ @ {h pSearch *Favorib&s QMEdiE @ ..i_;

Address |@ nttp:/ M e x. php V‘ Links >

aspect: a visual view of system logs

displaying event 0 to 4800 (4800 of 139037 logentries)

O tiny O small & mediom O big

aspect v1.4 (c) 2003 xpd svstems ab

Iy~ e—— ® it
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aspect- Microsoft Internet Explorer

eBack = -\\) @ @ \{h pSean:h *Favorib&s QMEdiE @ ..i_;
Address |@ nittp: /A << rho

aspect: a visual view of system logs

displaying event 0 to 19890 (19890 of 139037 logentries)

host  date time facility.priority
Wy 2003-06-30 00:26:39  KernelInfo
securityalert: udp = from SUNMS o I o

' Internet

€] http:// N <= ohpseq= 746733
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Designmal for version 1

e 2 vyer
— Loggvisualisering
— Sokverktyg
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Designmal for version 1

e Loggvisualisering
— Snabb/are

« Atminstone snabbare &n prototypen :)

— Enkel att anvanda
— Mer intuitivt anvandargranssnitt
— Rollbaserad atkomstkontroll

2006-10-03

(c) 2006 xpd ab

22




Designmal for version 1

e SOkverktyg
- Enklare att anvanda an en SQL monitor

- Stod for att spara ofta aterkommande
fragor

- Enkelt att begransa sdkningen
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Version 1

e Peter Nolin kommer med i projektet

- Varde ljus!
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[= legend |5 = view rules [ = search [&] = user admin || = my page [#|= logout | - ASPECT ::

[ Legend | | [ Log details

from[2004-06-17 __|[8| ¥ update ||

date: 2004-06-20
time: 11:50:08
facility: local2
priority: info
host: elak

June, 2004

<., Today 5

Mon Tue Wed Thu Fri Sat
1 2 3 4

9 10 11 12

16| 17 18 19
2;

23

message: named[9748] shutting down: flushing changes

25 26

|‘ previous ||+ next ||/-'ﬁnd more

[ Capturing rule

color severity facility priority host
[ vellow: 2 ol ging
named[%]: shutting down: flushing changes

| edit |[48 match |[a* view rles |

0-10000 » =5

=normal | [=blind | [=cute | [=ratty |- [= amazing |
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2 ASPECT ==

TAERE = W CT ) TR ETR E
" un || Recal |8 pelee

SELECT * FROM syslog WHERE message LIKE '$$ARG1%' LIMIT 0, 10;
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Demo
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SQL backwards




aspect v2

e Optimering vid db access (finns redan
delar avi 1.0rc4)

e Tidsbaserad legend
— zoom funktion
~ filter pa farg och/eller host

e Automatisk uppdatering av legend vid
nya events (motsv. "tail”)

e Mer dynamiskt granssnitt mot SQL

2006-10-03 (c) 2006 xpd ab 29




e Gruppera, omordna regler

o Grafer

aspect v2

e Eventuellt kunna ta bort vissa typer av
events (RBAC styrt)
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fragor?
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Referenser

e http://aspect.sf.net
e http://sourceforge.net/projects/msyslog/
e http://dynarch.com/mishoo/calendar.epl
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Relaterade projekt

e http://sourceforge.net/projects/msyslogui/
e http://www.balabit.com/products/syslog_ng/
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FOorfattare

e Fredrik Soderblom

e Peter Nolin
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