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Example of Current Threat

e Malicious program
o If it gets into your PC...
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Architecture
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Upon Infection...
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Connecting to the Bank
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Sending Captured Data
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Game QOver!
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People Involved
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People Involved
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People Involved
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Threats

e Web Defacements| | e

YESTERDAY

DDoS
Worms

TODAY

SPAM
Phishing
Malware

S
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Money, Money, Money!!1111
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Prevention
e Firewall
o IPS
e \/PN
e Antivirus
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Detection
e IDS
e IDS
e Antivirus
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Response
e Forensics (Host, Network, Logs)
e Reverse-Engineering Malware
e Collaboration among CERTs
e Law Enforcement
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Summary
e Example of Current Threat
e Today’s vs. Yesterday's Threats
e How to defend
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