jonas.thambert@sitic.se

Sveriges IT-incidentcentrum
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Innehall

Beskrivning av varfor vi gor det har
Genomgang av teknisk plattform och design
Live-demo av testsystem

Malware-analys
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vVarfor gor vi det har?

Se trender och beteendemdnster
Ta “tempen” pa Internet i Sverige
Fanga skadlig kod for vidare analys
Input till var Tabb-verksamhet
Samla statistik over attacker/binarer
Oka var och andras forstaelse for attacker

Sammanstdlla informationen pa http://www.sitic.se
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http://www.sitic.se/
http://www.sitic.se/

Mal och visioner

Minimera “False positives”

Skapa ett svenskt honeypot-ndat med vara intressenter
Totalt ca 25-50 sensorer

Addera funktionalitet till Tdsningen

Jamfora resultat med liknande projekt i andra lander

Gruppera sensorerna branschvis. Hitta anomalier och
riktade attacker.

. PosT &TELESTYRELSEN




Teknisk 16sning

“Open source”-produkt utvecklad av SURFnet

och GOVvCERT-NL. Sitic som deltagare/beta-
testare.

http://ids.surfnet.nl
Maskiner:

Sensorer

Honeypot / tunnelserver

Loggserver
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http://ids.surfnet.nl/

Ooversiktsbild

Open VPN-tunnel

SN
‘HP-sensor HP-sensor

-

Y

A A
Snort sensor HC

Open VPN-tunnel

Steg 2 (Surfnet + Snort & Honey Client
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Sensor

ombyggd Knoppix-distribution
“Bootar” fran USB-sticka

OpenVPN Client - SSL-tunnel till server - layer 2
http://www.openvpn.net

USB-stickan kan uppgraderas centralt fran tunnelservern

VLAN-stod

PC som kan “boota” fran USB

TCP port 1194 Oppen mellan sensor och HP
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http://www.openvpn.net/

Sensor

Billiga, saknar rorliga delar, lag energi-
forbrukning, bootar fran USB.

Turna klierter fungerar utmarkt.

. PosT &TELESTYRELSEN




Honeypot/tunnel-server

Debian Linux

OpenVPN Server

Bryggade natverksinterface mot sensorerna over vpn

Nepenthes Honeypot http//nepenthes.sourceforge.net

POF - Passive 0s Fingerprinting
http://lcamtuf.coredump.cx/p0f.shtml

Source routing - IP route

Antivirus for identifiering av nedladdade bindrer
ClamAv
Antivir

Kaspersky m.fl
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../Lokala%20inst?llningar/Mina%20dokument/SITIC/Projekt/HoneyPot/http/nepenthes.sourceforge.net
http://lcamtuf.coredump.cx/p0f.shtml

Honeypot/tunnel-server

Nepenthes lyssnar pa en rad portar och emulerar svar
for de vanligaste protokollen.

Tolkar exploit-payload vilket allt som oftast sager
ladda hem binar och exekvera.

Sparar pay1oads den 1nte kan tolka. Oday7

[Pv4 1583462 UDP
[Pvd 1 39 I'CP 19
[Pvd 1 ['CF 19
[Pvd 1 ['CP 19
[Pvd 1 I'CP 19
[Pv4 1583 ['CP 19
[Pv4d 158 I'CP 19
[Pv4 158 I'CP 19
[Pv4 1583 I'CP 19
[Pv4 158 ['CP 19
[Pv4d 1583478 I'CP 19
[Pvd 158: \-I ['CP 19
[Pvd 1 Eb\.w—lbl_l ['CP 19
[Pv4 1583481 I'CP 19
[Pv4 1583482 ['CP 19
[Pv4 1583483 I'CP 19
[Pv4 1583484 I'CP 19
[Pv4 1583485 I'CP 19
[Pv4 1583486 I'CP 19
[Pv4 1583487 ['CP 19
[Pv4 1583488 UDF 19
[Pv4 1583489 I'CP 19
[Pv4 1583490 I'CP 19

=

warn module | U | Name exploit 4 rate 1
.200:smtp (LISTEN) info down handler dia Found unused bind sc t on port 6200
.200:pop3 (LISTEN) info mgr submit | File 83edcfTdectf 1411 ObS6cdef has type PI ecutable for
.200:imap (LISTEN) b _ booole il il s
.200:imap3 (LISTEN) warn dia ] Unknown ASK1SMB Shellcode (Buffer 0 bytes) (Stat
- . dia l ring Zer Er h nexdun]
.200:smtps (LISTEN) warn sedule | Ui - _
.200:imaps (LISTEN) module : : = }
.200:pop3s (LISTEN) warn module | Unknown L5A 1ellcod Buf fer byt [ 1
.200:2745 (LISTEN) module g1 1 a1
L200:6129 (LISTEN) warn handler dia Unkne I elleot Buf fe WL | 1
.200:135 (LISTEN) bﬂ;ﬂlﬁﬂi 'di oring zero-length hexdumy
200 microsoft—ds (LISTEN) info er dia | Unknown [ quest, droppit
:;I;II;I;!I_]I?IZ;IJE'IE{E[]L:];’,H\L["[]_. ’ [ info down wgr ] Handler ftp download handler will download fty

.200:ftp (LISTEN) mt',émhmﬂﬂ- ! i ot T ed

.200:https (LISTEN) info down handler | url has fr) i ' M51T i 111 dos
L200:17300 (LISTEN) d it nov

.200: zephyr-clt (LISTEN) info down handler dia Found unused bind socket on port 62001

.200:eklogin (LISTEN) info mgr submit | Tile ¢ \-E7dncE L 141 obSGcdef has type FI il e
.200:2107 (LISTEN)
.200:3372 (LISTEN)
L200:ms-sgl-m

.200:3127 (LISTEN)
.200:netbios-ssn (LISTEN)

1 ‘3-‘3.

168,

168.

168.
168.
168,

168,

168.

168.

168,
168,

168.

168.
168.
168,

168,

168.

168.
168.
168,

168.

PR R R R R R R RN PR RMMRAMBMBMBMERBRMBRMBMBR

[ I e R N R T N S R T N T N R T R R L -’.r.

168.
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Logging-server

Debian Linux

PostgresSQL Databas

web interface / portal for statistik
PHP

Norman sandbox & Cw Sandbox
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Demo

Demo av nya ver. 2.0rcl
3 test-sensorer pa vanliga DSL anslutningar

Sista oktetten 1 alla IP-adresser adndrad till 1.
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Demo

May the force be with me...
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Under utveckling

OpenBSD-sensorer
Lokal sprakanpassning i webbgranssnittet
Honeytrap, Honeyclient etc.

Bransch/sektors-indelning av sensorer
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Analys av malware

Surface Analys
Runtime Analys
Statisk Analys

Sandboxing

. PosT &TELESTYRELSEN




Surface Analys

Snabbt ta reda pa enkel karaktdaristik av binaren
Ge en bild av hur man ska ga vidare 1 sin analys
Vanliga verktyg

Unix: file, strings, Av-motorer m.f]l.

wWin32: PEid, SIGbuster, PE Explorer m.fl.
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Surface Analys

Jonas@zysctl:tmpd file Fd88b0e3108065ad57 002855981 feld41

7d99h0e 1080652057 00a599a1fe3d441: H5-0D05 executable PE for MS Windows (GUIY Intel 80386 32-bit, UPH compressed
Jonaslsysctl: tmpd

Jonas@sysctliftmpd strings 7d99h0e8108065ad5700a808a1fe3441 | tail -13
KERMEL3Z ,DLL

ADYAPTAZ .d1l

MSYCRT.,dll

USEREZ,d1l

WIMIMET.d11

WaZ_32.dll

LoadL ibraryf

GetProcAddress

ExitProcess

Fegl losekey

rand

wzprintfA

InternetOpenA

Jonasfsysctl:stmnd [}

5 2

LA R L L L4 R}

e ',l i'lll'.r
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Surface Analys

SigBuster version 1.8.5 starting up. Happy hunting?
Starting scan against 463 wnigue signatures.

Starting scan on file 7d922hB8e?188865ad5Y80a89%a1fed441
Section at offset HUBABAOH zeems to match with ep
EF iz allegedly at _file nff=zet 9216 C24RA>
Signature found: | [UPE_Scrambhled vna SN:168%21 =overlay=
Scan took Y8ms
Directory scan took Y8Bms
Scanned total 1, of which 1 were valid PE files.
0Of the valid 1 files 1 got stamped with a signature.
Detection rate iz 186.0x
Signature hit statistics:
[UPR_Scramhled vna SH:-168%] spverlay=

D-~utils~Sigbuster’>
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Surface Analys

Antivir / Linus Version 2,1,11-32
Copyright {c) 2007 by Avira GmbH,
All right=s reserved,

VOF wversion: 7.0.0,143 created 28 Oct 2007

For private, non-commercial use only,
AntiVir license: 149996 for Avira AntiVir PersonalEdition Classic

auto excluding fsys/ from scans (iz a special fs)

auto excluding fproc from scans (i=z a special f=)

7d95h0eS 1080650570089 1fe344 1

Date: 22.10,2007 Time: 14344343 Sire; 9353

ALERT: [WORM/Kaorgo,U] 7d99h0e91080652ad5700a599a1fe3441 <<< Contains detection pattern of the worm WORM/Korego,U

—————— zcan results ———---
directories: 0
scanned files: 1
alerts: 1
suspicious: o]
repaired: 0
deleted: 0
renamned 0
guarantined: o]
scan timed: 00:00:01

Thark wou for uzing AntiVir,
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Runtime Analys

Testkora binaren 1 en isolerad miljo.
Virtualisering gor det enkelt, men fungerar sdllan.
Moderna packers/malware har skydd mot detta.

Isolerad labbmi1j6 med routrar, dns, irc och
webbservrar fungerar bast.

Svart att ta reda pa alla scenarion och funktioner
som finns inbyggt 1 koden.

Storsta fordel - Gar snabbt och manga kan utfora
denna analys.
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Runtime Analys

{#/ Registry Monitor - Sysinternals: www.sysinternals.com E
File Edit  Opki Help

HELMAS oftwaresMicrozoftiwinelesshi D

IRE ENT...

1 e e o o o e vl aagen i oo vl e el oo e s Ml g e adglen i oo e aafler wilios o b o il oo il e g oo i e il e e s il
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Runtime Analys

ﬁxFlle Mﬁnilur - gﬁinterndlﬁ: www.sysiﬁternais.cum
File  Edit

EH =

Time

iy

"INMFORMATION

™ NEF

P D O T o T e O A O Sl T (I S S GNP S UL O S DO A O ey
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Runtime Analys

= Autoruns [SITIC-4003E1 2DBjonas] - Sysinternals: www_sysinternals.com @
File Entry Options User  Help

™ BE: ¥

1 EBoot Execute 4 Image Hijacks % Applnit
i _I: Print Maonitors 'I::’ LSA Prowviders
;' E wplorer ,E:.' Internet E splorer

Publizher

all Handler
rirman. dil
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Statisk Analys

Kraver hog kompetens inom Reverse Enginheering.
Assembler, win32 API, Packers & Cryptors
valdigt tidskravande

Enda sattet att verkligen ta reda pa exakt vad koden
gor.
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Statisk Analys

Steg 1: Packa upp bindren. Hitta OEP (Original Entry
point), dumpa binar fran minnet, aterskapa
importtable med ImpRec.

| hctp:] frams ioad. phin st 1

Thursday, 1
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Statisk Analys

Q Immunity Debuggnr - a49cd4ee397e3ebc6fe7f15f2f5b4 2ef - [CPU - main thread, module a49cd4ee]
i ImrLib i i

ndow  Help  Jobs

i+)J=i lemtwhocPkbz=

] FUSHAD eaisters [P
ES EDFFFFFF 349cc4ee. BB4ZPPER A
§-g g S SHORT"a435d4ez. Go41FFD8 gpanaga
4 )
4 Bo el R D PLOBERS4 ntdll.KiFastSystental lRet
4 I36e renzorse  AOC ESI,DOKD PTR BS: (E91+860F0276]
: HOlz % EAY, BYTE PTR 0S: [ECK] elannE
S3sz3E13 sEE Eol, BAORD PR DOt FESIH153E3293] AL anns
i EL 7C910738 ntdl L. 70916738
A JEST DUoRp PTR 0: [ECKI, ED 20420080 adSoodes. CHod LeEntryPa int >
5 oo g £ £ g dzn aEn
C10B5139 OUARD PTR DS: [ECX+39510AC1 1, EOX i
2 2 SaDas15E PTR 05: [ED3:5B510 351 HiB S5LB0E8, SEhLt BLEREEREREY
# oE it BIFFFFFFFE
4 2BHSE SBDEEEZE BYTE P 15561, 65 il ESeEiResebls FEORADALERE]
| ER, 508 Shift constant out of range 1..31 2!
SE4DBIEE L BVTE PTR Ds: [EST+BEBI4DSE], 1 B B LastErs ERROR.SUCCESS (0P@B0B0G)
BYTE PTR OS:[EAXD, 1 EFL @8B8@246 (MO, MB,E,BE, NS, PE, GE, LE)
B TE R THR0S SEED Rl R STH empty —UMORM BECS B1B8SA104 BETIBET
= ST1 enpuy +UNORI AnéE SG63ancE Ga72unsS
2 eMptyY .
a2 L STZ enpty B.8
7 BD SDABSD1L MOl EBF, 1 190ABSD 2T 4 enntyi g
i STS empty 8.8
83F7 10 ¥OR EDI.10 Rl
830 57 SfE £or,57 ST hnty: sl
ac 62 OR AL, ek FST goo8 Cond 5 6 B8 Err 55658688
368 CDAFE3AR  XCHG BYTE PTR DS: [EBX+ARE34FEDT, CL an
4ZEEEE  AZ SISASAEE Fi0L DWORD FTR 05t [ESASESE], ERX FOW D2FF Pres NERR,53 fask £ 1101
420078 BE 20477824 HOU EST,347B4720
428675 FG cHE
420076 C13A 63 AR DUORD PTR DS: [EDX1, 63 Shift constant out of range 1..31
420073 61 OFAD
42667
428078 8BS0 7ASE3EDF
BR4zRRE1 ~E1 F9

dump SRR rColerDr fou| RETURN_to kerne (52, 7CE1EF0T
T L £C318733 8+2! nedll.7L910733
“S’SEA”"D creorion .

M
e Din

2904A7E
FEFEFFEE . End of SEH ohain

SE handler
kerne |32, FCE16FER

=

OFFSET a49cddee. <Modu leEntryPoint

Ba12FFFC

om
0D D (00 00 1R 100 60 @

1 des=iinds
Hll wiigi=
a2 Ecl
vk bLE

CoW

~ar
ra
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Sandbox Analys

Ultra-snabb testkdérning av koden.

Klarar inte av att kora/analysera alla typer av
binarer.

Endast en del av bindrens funktionalitet redovisas.

Kostar mycket pengar men kan spara en hel del tid.
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Norman Sandbox

[BBBAA] c:“temp~?d99hBe?1P80B65ad578@aB9%alfe3 441 = W32-Maluare
====3% SfSandbox output:

[ DetectionInfo 1
#*# Sandbox name: W3Z2-/Maluware
# Sdignature name: MOT_SCAMMED
#* Compressed: YES

[ General information 1
= #*#[MPORTAMT : PLEASE SEND THE SCAMWED FILE TO: AMALYSISPNORMAM.WO — REMEMBE
R TO EHCRYPT IT <E.G. ZIP WITH PASSUWORD>»x_
# Drops files in #WIMSYSx folder.
#* #¥Locates window “"MWULL [class Shell Travindl" on desktop.
= File length: 2353 hytes.
# MDS hash: Pd99bBe?1B8B65ad5Y00aB?%al1fed 441 .

[ Changes to filesuysztem 1
# Deletes file ftpupd.exe.
#* Creates file C:SWINWDOWSSSYSTEM3Z25kmuwy . exe.

[ Changes to regiztry 1
# Creates key "HELM-~Sof tware~Microsoftslireless™.
#* Sets value "ID"=""zbjjlrgullorvh" in key "HELM“~Software“Microsoftlireless"

# Setszs value "Client"="1" in key "HELM-Software“Microsoft lireless".

= Creates value "Cruptographic Service=""C:sUINDOWS-S¥STEM3IZ“kmuuwy.exe' in k
ey "HELM-~Software“MicrosoftsUWindows“Currentlersion“Hun".

# Deletes value '"Client" in key “HELM~Sof tware~MicrosoftsUWireless®.

[ Processswindow information 1
=* Creates a mutex uterml9.
# Ghecks if privilege "SeDebugPrivilege’ is availahle.
# Will auvtomatically restart after bhoot (1’11 he back...>.
# Modifies other process memory.
#* Creates a remote thread.

[ Signature Scanning 1
= GCosWINDOWS-SYSTEMIZ~kmnuwy.exe <7353 bhytes?) @ W3iZ2-/Korgo.AL.

Filez checked = 1
Files infected: 1

Dzsutilssnorman >
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Antivirus Information

Detailed Description

The warrm's fi
cormpt

worrn's file is run, it first de the FTPUPD.EX
vith the "uter narne. Thi e to avoid loading

ralues and terminates proc vith any of the following

The key values are deleted from the faollowing Registry key:

[HHLkZOF TV ARENicrosoftWvindo CurrerterzionFun)

fter that the worm installs itself to systerm and creates a startup key for its file in the Registry.
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Fragor
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