Natangrepp mot Sverige

“INETNOD




TOLD YOU SO!
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Internetdagarna 2006

Dagens beroenden

« | takt med att fler och fler anva Internet for fler och fler

tjdnster okar ocksé beroend forvdantningarna pé att
Internet skall "finnas och f ra”

« Attacker mot sarbarheter j hillet kommer att koordineras
eller samverka med atta pa IT infrastruktur

samband
och beroenden

* Hur stor skada kan

» Vi skall forsoka vi

utvecklar sig och
beredskap

— Hela férloppet ar kanske inte sannolikt men varje enskild
incident ar majlig

ida, och hur snabbt?

antal scenarion som snabbt
kravs nya modeller for forsvar och

5
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Attacks against a state based on activism
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Computer Sweden

Sok iarkivet
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> Tipsa o
>CS som din

Webbkod:

i
It-krigféring

Altackema mot Esiand visar att cyberkriget har blivit verki
kommersiglia och andra civila mal,

I en serie artiklar granskar Computer Sweden hotet fran it-

Estland efterlyser FN-la

sager Ingvar Hellquist, chef for Krisberedskapsmyndighet
= M )

| poLiTics : securiTy [EE NS" FOR INTERNETTEENOLOGI suNET

a8 & Hackers Take Down the Most Wired Country in Europe
a4 b CHl + h!lD:HWMN.W\reﬂ.tDmJDu!m:SJ'Se:uri:wmagazme,lLs—ogfﬁ_es(onia ~'Qr Google

CO My RSS Feeds (1320)v Verbiers IETF» Winew Flygv Annatv Utredningars DNSv Securityv Skoldatanite skt lexikon Apple (120)v Amazon »
Hackers Take Down theMo... | =

I m aon ¥ 24attackv4.ppt.pdf (40 pages) L=
UU HE & N 161 & Q [Eiajais]

Drawer Next Page Back/Forward Zoom In  Zoom Out Tool Mode

HOME SUBSCRIBE SECTIONS

BLOGS READ MAGAZINE

WIRED MAGAZINE: ISSUE 15.09 " svemskr o

KOMPETENSCENTRUM o

FrYV

Hackers Take Down the Most Wired Cc ' :
Europe

ByJoshua Davis (7] 08.21.07

The minister of defense checked
still nothing. He stared at the erro:
reason, the site for Estonia's leadi 2
Postimees, wasn't responding, Jaa] Sverige under IT attack
pull up the sites of a couple of oth
down. The former director of the
Institute of Experimental Physies g
the Estonian defense minister for

hadn't even changed the art on the

E An aide rushed in with a report. It

newspapers. The leading bank was|
Government communications wer
had invaded and was assaulting do

Defense minister Jaak Aaviksoo got help
from NATO in the wake of the cyberattacks.

Bhodo- Nonaid Miloa
Co to "http:/ f'www.wired.com/”
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Our “own version
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Rapporter - anvandamas inloggningsuppgifter ar i spridnl 4o ade efter ett intring mot webbhotellet Proinet.
Skadlig kod P4 forumet Flashback har en grupp hackare gjort ett utafl Bara tva tredjedelar av alla férlorade data har kunnat
. om att de gjort et angrepp mot webbforumet Ayyildiz.org. greppen har sparats till ip-adresser i

Skrappost  aAngreppet sdgs vara en reaktion mot de turkiska hackam@ Kanada och Turkiet.
attacker mot svenska webbhotell. en hamndakiion mot d
genom att limna ut anvandaruppgifierma till webbsidan
ayyildiz.org. Det dr en webbsida for turkiska hackare dr
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som méiligt", skriver personerna bakom angreppet

.- Sok pa SvD.se:
e e 20 \nchfikaﬂ': Helsingfors £5oK)
S £ Visa fler sokahornativ  sesam=

Stockholm Opinion Niringsliv  Sport & Spel Kultur & Noje Resor Mat & Dryck ﬁ&.m.ﬂ-ﬂ
sn.-m,-.mn Inrikes Ukes Poltik Idagsidan Vetenskap Webb-tv Bikdspecial Vader Pdiidningen Korsord  Famif & Namn

Sarbarheter &
uppdateringar

Gér dig av med kontorstelefonen!

Nyhetsbrev Kimaiet Fidelhing  Studentiv

Du ar har: SvD se * Nyheter * Inrikes * 4 000 svenska hemsidor hackade fran Turkiet Topplistor Senaste nytt

KOP FiRG TILL 83 - — s . Nyhoter  Stockholn  Exenomi
DN w SKRIVARE = s | | sport Kutur/Noje _ Resor
Hacked BYD-4-REAL TeaM Grasteto 502 Tutankhamuns ansikte avtackt
0 5:26 Attack mot poliser | Orebro
FA MJSIKI Fuining The U.5 and 18¢ and § 525 Oberoenda Kosove kan utldsa
: sertioro
- : — = We will be your nightmare in the 5:%2 Cyklist pdiérd och dédad
505 Twa hittade déda | brinnanda bil

Just wail us

Ett budskap som l@mnats av hackarna pd en av hemsidorn Din guide till
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Lessons learned from
Estonia

® We actually had 6 months head start...

® ..or could have had

® The attacks on Estonia where not unique

® Similar attacks against NATO during the
campaigns in Serbia etc.

® So they are likely to happen again




So what happened in the
mean time..

® Here? Not much...

® |n the rest of the word on the other hand...




$=d
.
.
DN o
< 3
o
d —
—
— Q
&
v S
w W
LV]
4
5 &
O =¢
=2
v A8¢
“E
V) &
N e e N
o o g o o o o o o oo
LT L~ o N i T ' TN T T~ oY Y (N e T 5 O ' B~ ol ¥
A S e e e
S Aep/(sadinos|siabie;|spodad) puesnoy)




=
C
O
al
)
r...-I._..._
o
& S
U =
~ o
(2
C S
m
S :
Q >z
| S b
Ak
V) o
Z )
V)

30,000 :-

25,000 |

|
=]
=]
=
=
™

15,000 §

10,000 |

5,000 :-

Aep/(sadinos|sjabie;|sodal) puesnoy)




Aep/(salinos|syabie;|spodad) puesnoy)

=
C
O -
'a W _
Q —
O
>, ©
< S
J -

@
/m
7, N hioss
83
oo =
O A
< 3 |
L e £

Ow
V) ©

3
L
)




Country |  Region | Reports |
Hﬁ

UNITED STATES | NA | 1,025,437 |
CHINA | AS | 845,749 |
GERMANY I EU | 281,602 |
ITALY I EU | 239,762 |
TAIWAN | AS | 167,701 |
AUSTRALIA | AU | 157,434 |
CANADA I NA | 145,477 | . .
AUSTRIA | EU [ 117,625 | o FTTX IN AS|a grew
JAPAN I AS | 99,198 |
o —am o with 20% per Q in
NEW ZEALAND | AU | 80,127 |
KOREA, REPUBLIC OF I AS | 75,861 | 200 6
FRANCE I EU | 73,036 |
UNITED KINGDOM | EU | 57,903 |
SWITZERLAND | EU | se495 |
THAILAND I AS | 53,457 |
SWEDEN I EU | si,625 |
SPAIN I EU | 47,853 |
RUSSIAN FEDERATION | EU | 35538 |
POLAND | EU | 33,654 |
INDIA I AS | 30,644 |
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Now what!

® We lost |2 important months

® |n the mean time the potential attack
capability grew

® We still have no or little means of
coordinated protection

® And we don’t even know what to protect...




| essons learned from
Estonia

® Even if the attacks where not unique they
where somewhat odd

® These attacks where not done for economic gain
- they where based on ideology

® They where more or less co-ordinated

® They where not directed against homogenous
targets other than a country




How do you handle this!?

® Described in my presentation at last years
Internetdagarna conference

® Although several discussions with authorities nothing
happens

® But there are more studies being conducted
® Oh, and they visited Estonia

® Sweden is today as vulnerable as a year ago

® We could have had a year of preventive work behind us...




More we could have done...

® Most agencies today are still single homed

® How do they communicate in terms of
crisis?

® How do | communicate with them in terms
of crisis?

® Who do | communicate with in terms of
crisis?

® Who do | think | am communicating with in
terms of crisis!?




Trends

® Attacks are generally conducted for
economic gains

® Short of this we are seeing new types of
attacks that (potentially) are of national
concerns

® Hacktivism aka what we are already observing

® “Forced information leakage attacks” and
ensuing trading in information

® Government sponsored, targeted attacks




What can/should we do?

® | already last year pointed out the need for a
government authoritative service that
citizens can trust and turn to for accurate
information
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It-krasch under terrorévni

7 - Computer S

du har hort talas om ett scoop

'Upp ill 4000 parsoner deltar | eller har nagot annat som du vill attvi

! o A den storsta dvningen | sitt
Av Daniel Goldberg | ComputerSweden AL ningen | si

Samhille (Uppdaterad) Ett it-haveri har s a \scansatier en terrorattack mot Stockholms: = X - 21
hjulen fér krisberedskapsmyndigheten =fik med eflerfaljande spridning av radioaktiva — i

Svni i kholm. R en. Krisberedskapsmyndighetens roll &r att Vill du héra av dig av nagon annan
::ur:::“"fr::;::ag:mﬁozebz Ta amardna och planera 6vningen. Syfiet &r att utvardera anledning hittar du kontakiuppgifter pa
sk;gﬂ stora problem fér de Inhlar?d och sidrka Sveriges beredskap vid terroratientat. denna sida

myndigheterna. Bland de medverkande myndighetema mérks Farsvaret, NYHETSBREV

Samverkansvningen SAMO 2007 3ren 3 0 Sage et sen 24 50128 ap  Socoom men | Heta nyheter tlldin mejibox

nagonsin | Sverige och iscensatier en terrg utspelas enbart dagtid. F& vart nyhetsbrev med de senaste IT-

spartrafik, nyhetema, direkt i din inkorg varje morgon!
LAS MER E-postadress

Men redan tidigt pa unsdagsmurgu_nen kraschade KBMs webbplats.

"’ ! ¥ Allt om haverier och systemfsl pa CS samlingssid
troligen pa grund av en kraflig trafikdkning. Sro ottt ]
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What can/should we do?

® The Estonians had an advantage in that all
government connections was handled by a
competent, centralised group that had
authority to act

® And had operational data and knowledge
® Today you have two problems

® Detecting the attack

® Mitigating the attack




Detecting attacks
e DDOS

® Could be hard to distinguish from a KBM
exercise or the release of the new budget...

® Tailored virus attacks

® How do you know what documents/mails are
leaking?

® Prefix hijacking

® How do you track who announces what!




Mitigating attacks
e DDOS attacks

® You need to look into the IP packet before you
can drop

® Routers are targeted at forwarding packets fast -
not reading them fast

® Tailored viruses
® Should be simple :-) But see above...
® Prefix hijacking

® Needs operational skills - but there are
commercial services....




The Net

Minimum MTU 1500 + 4 IP Headers Minimum, Typical 4470

Public IP Network

Typical MTU 1500
BW / Delay Quota = Access Speed / 350 ms

(@100Mbit/350ms=4.4Mb, core is about 3x =14Mb)

_AINETINOD




min TVl

A 64Kbit

Voip
Ethernet
Cable network

Faulty ISP
DSL

6Gb DOS

T

Q 5 Q —

1/10/100GE

1.5Mbit
Video

The upstream router has to look at packets 5-7 times faster than an
output interface. Drop the unwanted traffic and queue and shape for
the no_buffer oversubscribed network

T




A common way 1o bulld a IFP PUP
Oversubscribe the edge boxes

Congestion
hapens here

» 10G
0.33-0.1

This user e é o
is being 7| | |Al otherim® oo o

DOSed users are
affected
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One way to solve the problem is to
integrate core and edge, but we
need edge forwarding engines that
runs at 5-7/X

% 500G

5X
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TODO list for next year

® Require agencies to have a minimal of
correctness in their Internetaccess

® Decide who is responsible for
communicating to the citizens in terms of
Crisis

® Build a scalable, distributed system that can be
reached at all times, and that is operated within
the day-to-day infrastructure

® For example anycast from the PTS bunkers /
| Xes etc




TODO list for next year

® Analyse the need for communications
between the government agencies

® Study external dependencies

® VWe are not as fortunate as Estonia due to
Oxelstierna. Agencies are autonomous

® This is engineering. Build within normal
operations - but build it good
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