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Agenda

● Deployment schedule

● Solution description

● Current statistics

● Supporting projects
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Deployment Schedule

● January 2008 – start 

● March 2008 – design ready

● March-April 2008 – community comment period

● April 2008 – signed 0.2.4.e164.arpa.

● August-September 2008 – registrars testing

● September 2008 – signed .cz

● September 30, 2008 – production launch   
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DNSSEC solution

● Accepting keys from domain registrants

● Generating our own keys

● Zone file generation and signing

● Keys publishing
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DNSSEC solution (1/4)

● Significant registry modification to accept keys

● EPP extended for new primary object – KeySet
– Container for DNSKEY records
– Can be attached to domain

● Support sharing between domains

● Support multiple keys for easy key exchange

● Registration of KeySet is free
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DNSSEC solution (2/4)

●  DNSSEC keys
– Generated using dnssec-keygen

● ZSK 
– RSASHA1 - 1024 bits
– Rollover every 3 month - using ZKT

● KSK 
– RSASHA1 - 2048 bits
– Rollover every 2 years
– No rollover yet – waiting for root signed
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DNSSEC solution (3/4)

● Zone generation every 30 minutes
– DS records generated from DNSKEY (SHA-1)

● Signed using BIND dnssec-signzone
– NSEC
– Signatures valid for 14 days

● Transfering zone to 19 secondary locations
– Memory and bandwidth problems
– Solved with reusing signatures

● HSM integration on the way
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DNSSEC solution (4/4)

● Currently 4 ways of publishing of our keys

● Public key available on our web pages

● Mailing list for notification of changes

● DLV registry of ISC

● ITAR solution from IANA
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Statistics

● Daily graph of number of signed domains

● Registrars and signed domains

● Keysets sharing and DNSSEC hosting

● Interesting signed domains/registrants 
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Statistics – signed domains
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Statistics - registrars
Registrar Domains Signed Keysets

INTERNET CZ, a.s. 149649 31 26

IGNUM, s.r.o. 105637 103 6

ACTIVE 24, s.r.o. 104794 1159 9

ZONER software, a. s. 57231 3 2

GENERAL REGISTRY, s.r.o. 50448 14 12

Media4Web s.r.o 34584 3 3

Web4U s.r.o. 20256 5 2

Gransy s.r.o. 15217 7 1

... ... ... ...

40 616056 1363 81
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Statistics - keysets
 Number of keysets Having this number of domains

1 1203

1 72

1 6

1 3

2 2

75 1
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Statistics – domain registrants

● Online bookstore
– kosmas.cz

● News portals
– ihned.cz, lidovky.cz, lupa.cz

● Bank
– hypotecnibanka.cz

● Government
– eu2009.cz
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Supporting projects

● Web page with resolver test
– http://www.dnssec.cz
– Importing CSS style from badly signed domain

● Firefox DNSSEC plugin
– CZ.NIC Labs project http://labs.nic.cz
– Linux, MacOS, Windows versions

● DNSSEC hardware tester
– http://www.dnstester.cz
– Desktop application + Web result browser

http://www.dnssec.cz/
http://labs.nic.cz/
http://www.dnstester.cz/
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Thank You!
and

Questions?
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