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Trouble in paradise

•DNS is fundamentally insecure

•DNSSEC is now a survival path

•The Kaminsky attack is real. ISP 
nameservers are actively attacked

•DNSSEC is ready now. There is no 
reason not to deploy and use it



Warm up your calculators 
Signing time...

•DNSSEC involves creating keys and 
signatures.... A lot

•DNS is passive, but DNSSEC is 
active. This forces the 
administrator to be pro-active.

•DNSSEC is time sensitive. 
Monitoring is required!



We are going hunting...

•Keys are everywhere...Can you find 
them? Keep them up to date? 

•If your DNS has the wrong keys, 
you cannot use DNS to find new 
keys anymore!

•Maintenance is key!



www.xelerance.com/dnssec/



There’s a better way

 





Simple, simple, simple

• Proactive  DNSSEC  management solution

• Extensive WEB interface

• API available for custom integration

• Advanced Active Monitoring

• Support for DLV Registry

• Hardware Security Module: FIPS 140-2 Level3



Did we mention simple ?

•Signature Re-use

•Signature spreading

•Automatic DS record generation

•Domain expiration monitoring

•Name server consistency checks

•Security Officer and User roles



Seamless Integration











Preloaded and ready  

• Full DNSSEC key management solution

• Supports signed and unsigned root scenarios

• Full DNSSEC and DLV validating resolver

• Support corporate  DNSSEC Trust Anchors

• Harden regular DNS traffic

• DNSSEC statistics



Seamless Integration







Who are we?



Xelerance
The DNSSEC Experts

•We promote Internet Security 
through the adoption of DNSSEC 
and provide solutions to automate 
and minimize the management 
overhead of DNSSEC.



Xelerance Corporation
•Based in Canada

•Privately owned

•Involved with DNSSEC longer than any 
other commercial company.

•Member of IETF, RIPE, DNS-OARC,
DHS DNSSEC Deployment Group, 
DNSSEC Coalition Group. 

•Author of DNSSEC related RFC's

•DNS consulting, DNSSEC migrations



Thank you
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