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Trouble In paradise

® DNS is fundamentally insecure
® DNSSEC i1s now a survival path

® The Kaminsky attack iIs real. ISP
nameservers are actively attacked

® DNSSEC is ready now. There is no
reason not to deploy and use it



Warm up your calculators
Signing time...

® DNSSEC involves creating keys and
signhatures.... A |lot

® DNS is passive, but DNSSEC is
active. This forces the
administrator to be pro-active.

® DNSSEC is time sensitive.
Monitoring is required!



We are going hunting...

® Keys are everywhere...Can you find
them? Keep them up to date?

® |[f your DNS has the wrong keys,
you cannot use DNS to find new
keys anymore!

® Maintenance is key!



xelerance

2

www.Xxelerance.com/dnssec/

LALOEEAT]

(L )
| TLD Production
R
Canada (.ca) > N f@ Reverse
MIC: a,-;-g*-;;s‘i“ v = ¥ ) h Production
+ . 3 '*"'n.‘”L i "-"- :}fl ¥
DNSSEC: - @)
a0 .k%/) ccTLD Testheds
KEYS: _ r o (.\
E .__..-"_: b g
| Comments: o ). M YO x%/] gTLD Testbeds
- e . K
[ F . {__J s b B
% . ! oo |
i =% 4 Wl h ey .
4 :.r_'!:f"-',‘ =g Y DLV Registry
4 | | ]
."‘-.\_ I. I-__:r """.l_ l.'_ ] £t N |
& % Unofficial Projects
- _'_‘,.l
- ]
- oy lceland .' i . :
4 f; aF = '-f@?,-' Discontinued
: L ) o
L ...-" I.J' ! o
o i | f £ 1:I .__F; = ﬂ;}_ 5 1 .__l 4 o
§ - ” ; > 5 : b -\ F ? ‘ﬂ"-.» {M_ ] H"- :I': Ig'r"d i
L ! i, i i g T ~ ol L P f
. ale F e R Kazakhstan . e Lo AN i
. . e ¥ Mongolla f & .‘.;#&,
WO TR
ﬁ’g' Racific North e Turm}f [ éH::e; :
@? CEan AE;LTI:T Irag-.  iran: Afohanistan China %:r-?-"m”
Paklst #
Algerla | jpya .J-;-::r e R :s
"y ) \ 7 4 - Arabla India - Y
B & :_'a:-" : Mali Wiger
“ Chad” g uan ;
Venezuela Migeris Ethlepla
Colombla j 1 - f
fvj DR Congo [yenve
. Tanzania Indanesia T
5 Norge
. Peru horwvay
Bc:-lll.'la'l.’ H:_rllmidm
! "% oy | Madagascar g’ldi-’!" g Pﬂ
i Saurth Chile J South cean Austre Deutschland
; ifi Atlantic Gepmany,
EEEED 3] I luuup '_!.'I‘i: Deean South France
i Africa - Ital
'?"’3 C Zoookm 1 preand Map data ©2009 Europa Technologies - Espaia I 7
This map was created by Paul Wouters




eeeeeeeee

There's a better way

DINISX |@NSX|

SECURE SIGNER SECURE RESOLVER
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0 xelerance

Simple, simple, simple

® Proactive DNSSEC management solution

® Extensive WEB interface

® API available for custom integration

® Advanced Active Monitoring

® Support for DLV Registry

® Hardware Security Module: FIPS 140-2 Level3



Did we mention simple ?

® Sighature Re-use

® Sighature spreading

® Automatic DS record generation
® Domain expiration monitoring

® Name server consistency checks

® Security Officer and User roles
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User: admin

Zone name

IXFR

NOTIFY
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openswan.ca

183.110.157.19

183.110.157.135

openswan.com

193.110.157.19

193.110.157.135

openswan.net

193.110.157.19

193.110.157.135

openswan.nl

183.110.157.19

183.110.157.135

Zone name(s):

example.net
gxampe.org

openswan.org

193.110.157.19

193.110.157.135

IXFR from:

1.2.3.4

rfcd025.0rg

193.110.157.19

193.110.157.135

rfc4035.0rg

183.110.157.19

183.110.157.135

optional TSIG:

hmac-md5

rfcd322.0rg

193.110.157.19

193.110.157.135

MOTIFY:

5.6.7.8]

secure-signer.cnm

183.110.157.19

183.110.157.135

optional TSIG:

hmac-md5

secure-signer.org

193.110.157.19

193.110.157.135

tcpdump.org

209.87.252.178

209.87.252.129

Key Signing Key algorithm:

NSEC3RSASHAL ~

torgame.com

183.110.157.19

183.110.157.135

Key Signing Key size in bits:

2048 v

torgame.org

193.110.157.19

193.110.157.135

Zone Signing Key algorithm:

NSEC3RSASHAL -~

xelerance.ca

193.110.157.19

193.110.157.135

xelerance.co.uk

183.110.157.19

183.110.157.135

Zone Signing Key size in bits:

1024 ~

xelerance.com

193.110.157.19

193.110.157.135

DS record hash algorithm(s):

SHA1

xelerance.cz

193.110.157.19

193.110.157.135

NEXT Record type:

NSEC3 =«

xelerance.de

183.110.157.19

183.110.157.135

MSEC3I salt:

e080eecH

xelerance.dnsops.hiz

193.110.157.19

193.110.157.135

xelerance.net

193.110.157.19

193.110.157.135

NSEC3 iterations:

150

xelerance.org

183.110.157.19

183.110.157.135

Add IXFR

xelerance.pr

193.110.157.19

193.110.157.135

xelerance.ru

193.110.157.19

193.110.157.135

xelerance.se

183.110.157.19

183.110.157.135

¥12tpd.com

193.110.157.19

193.110.157.135

¥2tpd.net

193.110.157.19

193.110.157.135

¥2tpd.org

Delete Send NOTIFY's

193.110.157.19
Perform IXFR's

183.110.157.135

xelerance
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Filter

List Zones In Rollover

User: admin

List &ll Zones

Domain

Health a| State

Source

Destination

tcpdump.org

missing-ds

209.87.252.178

209.87.252.129

[XFR /f NOTIFY

torgame.org

missing-ds

need-ksk-rollover

193,110,157,

19

193.110.157.135

[XFR /f NOTIFY

¥elerance.org

secure

need-ksk-rollover

193,110,157,

19

193.110.157.135

[XFR f NOTIFY

nsec3.xelerance.org

Secure

in-zsk-rollowver

193.110.157.

19

193.110.157.135

[XFR /f NOTIFY

xl2tpd.org

missing-ds

need-ksk-rollover

193.110.157.

19

193.110.157.135

[XFR /f NOTIFY

¥elerance.ru

signed

need-ksk-rollover

193.110.157.

19

193.110.157.135

[XFR /f NOTIFY

hacklab .to

signed

need-ksk-rollover

193,110,157,

19

193.110.157.135

[XFR /f NOTIFY

157.110.195.in-addr.arpa.

normal | unsigned

Local DNSX

-- Optional Name Server -- ~

none

bandwidth-simulator.com

normal | signed

193,110,157,

193.110.157.135

R

[XFR f NOTIFY

dnssec-signer.com

normal | signed

193,110,157,

193.110.157.135

[XFR / NOTIFY

dnsx-signer.com

normal | signed

193.110.157.

193.110.157.135

[XFR /f NOTIFY

jitterx.com

normal | signed

193.110.157.

193.110.157.135

[XFR /f NOTIFY

SECUFE—Sigl'IEF.CCIITI

normal | signed

193,110,157,

193.110.157.135

[XFR / NOTIFY

torgame.com

normal | signed

193,110,157,

193.110.157.135

[XFR /f NOTIFY

¥elerance.com

normal | signed

193.110.157.

193.110.157.135

[XFR /f NOTIFY

jitterx.xelerance.com

normal SECuUre

193,110,157,

193.110.157.135

[XFR / NOTIFY

¥l2tpd.com

normal | signed

193.110.157.

193.110.157.135

[XFR /f NOTIFY

¥elerance.c?

normal SECuUre

193.110.157.

193.110.157.135

[XFR /f NOTIFY

jitterx.net

normal | signed

193,110,157,

193.110.157.135

[XFR / NOTIFY

¥l2tpd.net

Update Realtime Status

normal

signed

Save Changes

xelerance

193,110,157,
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193.110.157.135

[XFR /f NOTIFY
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User: admin

DMSSEC Options | Perform [XFR | Perform NOTIFY | Sign zone  Start KSK Rollover | Start Z5K Rollover | Emergency Key Rollover | Delete zone  Show DNSKEYs | Show signed
Show unsigned

Xelerance.cz

State: secure

Key ID Key Size Key Alg State Age Recommendation Domain registration:

04022 1024 NSEC3RSASHAL published| 19 days 04 hours 06 mins | none Domain registration will expire in 345 days on 2010-10-13

31328 1024 NSEC3RSASHAL active days 04 hours 06 mins | Initiate ZSK rollover| Unsigned zone:

46398 2048 MNSEC3RSASHAL active 103 days 12 hours 43 mins | none 2009101301 written Oct 13 18:25:03 2009 (2009101301 at 193.110.157.19)
IXFR: dir nameserver ‘Signed zone:

2009101301 | from 193.110.157.19 2009102512 written Oct 25 02:55:08 2009 (2009102512 at 193.110.157.135)
NOTIFY: dir nameserver
2009102512 |to 193.110.157.135

DS records for xelerance.cz: Last signing statistics
IN DS 46398 7 1 AB532D33072A3B1CHAT280A04TFACTO3TELIACABF Signatures ger‘lerated: 4
IN DS 46398 7 2 0EDDE25925ADF3ECBB84AFB637D53C333B092F8D602503F86A6FB1E27 04D09495 Signatures retained: 8

trusted key for bind: Signatures dropped: 4 _
Signatures successfully verified: 8

"xelerance.cz." 257 3 7 "AWEAAb3knSnCwuszEzFNxL7ulgxcTIWIVAIK Signatures unsuccessfully verified: 0
AKetWqGz6gg0dKtQwTTz650 YOWVEXRFgdB0d Runtime in seconds: 0.094
Ywg5Betgh015a8 /1 x4bGiciRT/grSzIYpfMm Signatures per second. 42.282
PtRFxDIF9qyzDw]GMF 1nG4 PwET nkt4gWU4MN Nameserver connectivity:
+BDIGLNRhGVMSLayjzq+y rPcewSeD8Z/z4Wh Manual Check :

FcLgd sRr+LYiMjbFfsrlAR4bWYGU017x5ChT Delegation information:
BVEx18HcvXcDAXRa%0zVsyzomFhFIvYdywMM Manual Check
ssggh0TNGQ3hH+S11ELU85UsZLb2oU12cBkp Consistency information:
XubUIPeYULPtTSAde cbuku9BYFZyQAG+LNSX Manual Check
s6aFNF1lu3nPlBfmgyo37f38="; // key 1d = 46398 DNSSEC information:

Manual Check

Zone details:

Manual Check

SOA check:

Manual Check

xelerance All content & images © 2006-2009 Xelerance Inc. All rights reserved.
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Preloaded and ready

® Full DNSSEC key management solution

® Supports sighed and unsigned root scenarios
® Full DNSSEC and DLV validating resolver

® Support corporate DNSSEC Trust Anchors

® Harden regular DNS traffic

® DNSSEC statistics



~ INTERNET
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Production keys

Status (Zone

Revoked

Alg

Public Key

bg.

RSASHAIL

AwWEAACNs [...

| +8hrbDO3

bg.

RSASHAI1

AwEAAdSK [...

19fHq3+TX

br.

RSASHA1

AwEAAdDo [..

1jNpy6AM=

Cd.

NSEC3RSASHA1

AwEAADTC [...

] ofqObec=

CE.

RSASHA1

AwEAAdo9 [...

] MnitkuM=

dnsops.biz.

RSASHAIL

AwEAADZO [..

JEYHmwak=

dnsx.xelerance.com.

RSASHAI1

BOEAAAAB [..

JWkwi+0==

qov.

NSEC3RSASHAIL

AwWEAAZ10 [..

J4Hf2aMg=

museum.

RSASHAIL

AwEAAd4F [...

] 2ICwmZE=

nda.

RSASHAI1

AWEAACZV [...

] Yi7sRkdv

org.

NSEC3RSASHAIL

AWEAAYpY [...

] AQON49PU=

org.

NSEC3RSASHAIL

AWEAAZT] [..] MNoJEHU=

pr.

RSASHAI1

AwEAAeDP [...

1 ESgiDXc=

S5e.

RSASHA1

AwEAAdKc [...

] UKNB8Oc=

.

RSASHAIL

AwEAAeeG[...

1yQgsTlc=

th.

RSASHAI1

AwEAAcBqg [...

] DpbGor(=

“lale|ala|ala|ags|alc|asa=2 ==

th.

RSASHA1

Ja972QT8=

v o T oa oA

AwWEAACEU [..

L — o

T ]

Toggle Selected

Purge Selected
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Cache Hits | Reply Time | Memory Usage Request Type | Request Flags = Return Codes | Request Opcode | Queue

DNS answers by return code - by day

answer packets / second

o oo o o Qo o o o

D

.-.".:.'_l_.'_':--ﬁ'-.'-hl.illu.l"_'..rﬂ.-.il:_.-'l-'ﬁ_‘;;..-_.l'l_.-'i: om et
Sun 11:00 Sun 2300

Cur: Min: Aug: Max:
O NOERROR 1.60 701.07m 1. 66 . B
H SERVFAIL 26.77m 3.71m 126. 73m .63
B NEDOMAIN 2.33 559, 98m 2.0 .55
M nodata 283.1%m 51. 16m 210, 98m .11
B answer secure TGG. 45m 147.47m 375.77m A5
O answer bogus 169, 56u @, a9 73.51m . B2
W num rrsets marked bogus 0. oo @, a9 8. 36m 306, B3m
Last update: Sun Mow 1 23:25:03 2009

xelerance All content & images © 2006-2009 Xelerance Inc. All rights reserved.
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Who are we?




Xelerance
The DNSSEC Experts

® \\le promote Internet Security
through the adoption of DNSSEC
and provide solutions to automate
and minimize the management
overhead of DNSSEC.



Xelerance Corporation
® Based in Canada

® Privately owned

® I[nvolved with DNSSEC longer than any
other commercial company.

® Member of IETF, RIPE, DNS-OARC,
DHS DNSSEC Deployment Group,
DNSSEC Coalition Group.

® Author of DNSSEC related RFC's
® DNS consulting, DNSSEC migrations



Thank you
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